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Title

Contribution of Privacy by Design (of the Processes).

Abstract

Privacy by design (PbD) will soon be a compulsory requirement for firms processing personal
data. The GDPR (General Data Protection Regulation), a new Act in the EU establishes
compulsory fulfillment for firms located in the European Union from May 2018. By considering
that PbD philosophy leads to protect personal data, it is proposed to start the protection from
the design of business activities. Privacy from the business process management perspective has
barely been studied. In this paper a group of organizational mechanisms oriented to implement
protection measures based on privacy by design are provided. Based on the analysis of 18
surveys done to privacy by design and data security experts, some recommendations are offered.
They are based in the analysis of strengths, weakness, opportunities and threads envisioned by
the different experts.
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Business
activities often
demand the use
of personal
data

1. Privacy by design

The performance of business activities requires the use of data coming from persons with
whom the firm interact, employees, customers, providers or public organizations in general.
These persons are owners of their data and possess a group of rights on them, all around the
whole cycle data run at firms, from the collecting of data to their processing and removal
(Perera, Ranjan & Wang, 2015), since all may have impact on data privacy.

The EU has promoted changes in the legislation related to privacy in such a way that in 2012, a
new regulation was proposed (European Commission, 2012; European Parliament, 2014),
currently GDPR. It includes the principle of privacy by design (PbD).

PbD is a concept introduced in the 90s by Ann Cavoukian, ex commissioner of Information
and Privacy in Ontario, Canada (Cavoukian, 2012). She proposes preserving the privacy by
developing measures that integrate the fundamentals of data protection in the technological
system of information processing. This initial focus (Cavoukian, 2012) has been advanced to
reach three main areas of application, as technology, business practices (organizations) and
physical design (infrastructures).

Since PbD has been included in the GDPR, multiple arguments have arisen supporting this
focus. ICO (2017) describes: “The basis of the privacy by design approach is that if a privacy
risk with a particular project is identified, this can be an opportunity to find creative technical
solutions that can deliver the real benefits of the project while protecting privacy”.

Alshammari and Simpson (2017) explain: “Privacy by Design includes a lack of holistic,
systematic and integrative methodologies that address the complexity and variability of privacy,
and support the translation of its foundational principles into engineering activities. In some
ways this is understandable: the approach was developed to take into account a range of
sources and standards”.

The importance of PbD has been stressed by ICDPPC (2016) PbD: “Not only engineers but
also researchers need to start considering privacy engineering principles like privacy by default
and privacy by design in new research, products and services”. Although as Colesky, Hoepman
and Hillen (2016) mention, PbD in itself lacks concrete tools to help software developers
design and implement privacy friendly systems and also lacks clear guidelines on how to map
specific legal data protection requirements into system requirements.

Some authors, as Bygrave (2017), consider that in the GDPR, PbD suffers from multiple flaws,
in particular a lack of clarity over the parameters and methodologies for achieving its goals, a
failure to communicate clearly and directly with those engaged in the engineering of
information systems, and a failure to provide the necessary incentives to spur the ‘hardwiring’
of privacy-related interests.

This paper is related to PbD applied from the definition of business processes. It is proposed
that firms, from the very first moment they forecast a business activity, they include the
required assessments in relation to the personal and processing data that will have to be
incorporated in that activity.

As Majdalawieh (2013) points out, privacy from the business management perspective has not
been investigated at a great extent and there is a gap in the literature. No studies related to
methodologies that integrate privacy in business processes have been found. This same idea is
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revealed in Anderson and Rachamadugu (2008) and in FTC (2010). The PbD “it is also a
process, which is intimately tied to the design process” (Kroener & Wright, 2014).

2. The study

The main objective of this paper is to obtain and analyze the opinion of a group of experts
in information privacy and security in terms of the advantages and disadvantages that may
appear in firms when integrating the protection of privacy from the business processes

design.

A survey has been used to collect information and SWOT analysis has been applied to
explain the obtained results by means of descriptive statistics. 18 experts have participated in
the collecting of data that has taken place from January 2015 to May 2015. Table 1 shows

the experts’ profiles.

Table 1

Organisms and experts participating in the study

ORGANIZATION

PROFILE

EXPERT IN

Consultancy firm in data protection

Manager in Data Protection

Information system’s (IS) security

iTTi, Innovation & Technology Trends Manager in IS Security IS security
Institute

Valencia University Lecturer in legal areas Legal issues
Big size financial entity Manager in IS security IS security
Big size financial entity Manager in IS security IS security
Insurance firm Manager in IS security IS security
Public firm Manager in IS security IS security
Castilla La Mancha University Full time professor in computing IS security
Big size financial entity Manager in IS security IS security
Murcia University Lecturer in legal issues Legal issues
Rey Juan Carlos University Lecturer in legal issues Legal issues
Organism responsible in Data Protection =~ Manager Legal issues
Insurance firm Manager of legal issues Legal issues
Carlos Ill University Full time professor in Business IS security

Organization

Carlos Ill University Lecturer in IS security IS security
Freelance in data protection Expert in legal issues Legal issues
Polytechnic University of Valencia Lecturer in IS security IS security
Consultancy firm in data protection Manager Legal issues

As it is shown, all the different profiles that take part in the implementation of the system have

been considered.

Statistical processing of data has taken place in a spreadsheet.
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Strengths and weaknesses are related to the internal analysis of the organization (leadership,
strategy, people, alliances/resoutces and processes).

Opportunities and threads are related to the external analysis of the organization (market,
industry and competence).

3. The questions and the answers

The survey designed to facilitate the obtaining of information related to weakness, threads,
strengths and opportunities derived from the integration of data protection from process
design and it is based in 8 questions.

The questions proposed to orient the experts in potential strengths, weakness, opportunities
and threads, have been built from the dimensions oriented in the PEST techniques (Johnson &
Scholes, 1997), this is to say, political dimension (by including the legal one), economic
dimension, social dimension and technological dimension.

Questions related to political and legal issues are shown in table 2.

Table 2

Answers related to political and legal issues
THREADS OPPORTUNITIES
Offer information to regulation organisms in terms Inclusion of this philosophy in the draft for the
of data protection. European Code for Data Protection 2012.

In case the degree of law fulfillment is not enough,
the mix of both with the definition of processes may
not be successful.

The uncertainty on the time where the 2012 European
regulation will be finally approved.

STRENGTHS WEAKNESS

Less effort in attending questions related to the Data
Protection Agency (guardianship of affected).

Improvement in the management of the protection
of firm’s privacy.

It enables the detection of cases in which it is
recommended developing a PIA (Privacy Impact
Assessment).

Concerning to the proposed answers that belong to the political and legal aspects (DPI, 2013)
the situation referring to the new legislation dealing with future legislation concerning to
privacy in the EU (European Union, 2016), the level of uncertainty at firms is increasing
according to the implementation of GDPR, that contemplates the crisis, the additional charge
that can imply the economic and work processes approval as the procedures and
documentation and information approval.

In views of the degree of law fulfillment, according to the statistics elaborated, the number of
firms that must register their files in Spain is still high INTECO, 2012; DPI, 2013).
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In GDPR, article number 25 explains the future obligation that firms have to elaborate and
apply internal policies of data protection that offer guidelines for the principle of “privacy by
design” and the “privacy by default” is described (European Union, 2016). For this reason, a
potential opportunity to apply this philosophy has been included.

Answers related to the economic aspects are shown in table 3.

Table 3

Answers related to the economic issues

THREADS

OPPORTUNITIES

The risk of not being valued by stakeholders.

Reinforcement of the firm’s image.

Delays in the time to market as a consequence of
including privacy from design.

Higher levels of stakeholders’ trust to the firm.

Use of resources (opportunity costs) in an area that it is
not the core of the business in relation to competitors.

Differentiation facing competitors.

The crisis, it does not allow applying resources to these
issues.

Use as marketing tool.

STRENGTHS

WEAKNESS

Saving in costs in the long run (excluding sanctions).

There will be more costs.

Decrease of the time and effort done in the post
implementation of the defined process.

It will slow the definition of processes and therefore
the putting into practice of a new business.

An excessive effort in data security in comparison
with expected results.

The proposed answers belong to the economic aspects that are related with the reluctant to
the self-adoption of privacy practices by firms. The legislation could oblige them to assure
that the principles of privacy are followed. As an example, GDPR establishes the application
of sanctions up to the 4% of the results that the firm obtains at a worldwide level. These

strong sanctions promote the adoption of the privacy practices required for the fulfillment
of legislation (PRIPARE, 2014).

Recent security gaps in information systems have located privacy as a high rated asset at
firms. PwC in different reports (PwC, 2013; PwC, 2014) reveals that many firms have decided
to shape their business around customer’s desires and most CEOs would promote changes to
maintain and make their customer’s portfolio increased. Customers value each time more the
respect for data privacy and confidentiality (PwC, 2015a).

In the European trust barometer (Edelman, 2014) it is confirmed that an 85% of customers
believe that whenever an organization exhibits data protection, it has positive effects in its
compromise with the firm and with the perceived value of products and services, offering
in this second effect the most outstanding impacts. This statement is reinforced by studies
as Tsai, Egelman, Cranor and Acquisti (2011) or Jentzsch, Preibusch and Harasser (2012),
where it is proofed that users are willing to pay more money to receive a service that
respects the privacy more than an invasive alternative of it. Therefore, firms or

organizations that respect privacy obtain more competitive advantages (Cavoukian, 2008;
Witt 2012; PRIPARE 2014).
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The respect to privacy on the transaction of products and services will not just produce
benefits in the way of increasing returns as a consequence of competitive advantage, but it will
also impact in the reduction of risk to potential privacy infringements (Cavoukian, 2008;
Watson et al., 2009), and consequently it will avoid non-desired effects in the corporate
reputation, demands and costs of fines (Ponemon Institute, 2013). According to the analysis of
the study performed in 2015 over 350 firms from 11 countries (Ponemon Institute, 2015), the
cost of security breaches produced a 3.8 million of dollars as mean. A 23% of the increase in
comparison to 2013 has been produced. For this research a security breach is produced
whenever protected or confidential sensitive data are lost or stolen and therefore put on risk.

Answers related to social aspects are shown in Table 4.

Table 4

Answers related to social aspects
THREADS OPPORTUNITIES
STRENGTHS WEAKNESS

Higher data protection of individuals that interact
with the firm (degree of accomplishment).

Less future effort required to attend the right of
affected persons (especially in terms of rectification
or cancellation).

The proposed answers belong to the social aspects related to the achievement of higher
degrees of transparency for citizens, by protecting one of the most valuable assets in the
organization, personal data from customers, employees, etc. 1CO, 2010; DPI, 2013).

As environmental awareness has made firm’s ecological practices being increased; privacy awareness
has increased the adoption of good practices in this concrete area. A survey performed by London
Economics (2010) provides clear evidence that “low levels of information at firms on PET (privacy
enhancing technologies) negatively impacts in their perception of benefits”. It seems clear that as
more information a firm has on PET and privacy practices, an increase on the perception of
benefits will take place and its adoption will also increase. Self-regulation practices can therefore
increase the level of awareness and the adoption of practices of privacy. Self-regulation has turned
into an efficient stimulus that can support and make increase the adoption of practices of privacy,
as for example, EU PIA-RFID (2011).

In a recent survey to consumers developed by PwC (PwC, 2015b), a 24% confirmed that their
trust in the capability of firms to protect personal data has decreased in the last 12 months.
Cybernetic security incidents are today so common that the number increased from 48% in
2013 to 42.8 million of dollars (PwC, 2015a). Last year, almost all the industries have met
affected, by incurring in significant costs when managing and mitigating these incidents (PwC,
2015a). So it is not strange that CEOs keep worried for cybernetic security as a potential thread
that has increased from 48% to 61% in just one year.

In the report Achieving Total Retail (PwC, 2014), that analyzes the perspectives and consumption
habits from on line buyers, from 15.000 interviews sent to digital buyers in the whole wotld on
the implications for the companies in the distribution and consuming industries in the next
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years, a 43% of surveyed declared not buying on line because they felt worried for their
personal data security.

In the last years espionage programs have been discovered as PRISM (Greenwald & MacAskill,
2013), in which big size companies operating in the information and communication
technology industry are involved (Facebook, Yahoo Google, LinkedIn or Microsoft) together
with the NSA (Ackerman, 2014). Some initiatives coming from these same companies have
arisen so that worldwide companies face practices that regulate the government vigilance and
the Acts that regulate their access to information. This is aligned with ancient initiatives as the
OECD original principles in this specific issues (OECD, 1980), updated in 2013 (OECD, 2013)
or the Madrid Declaration in 2009. This initiative promoted by the industry shows the attempt
that big size firms can adopt best practices in terms of security and privacy that obstacle the
government espionage programs.

Answers related to technological aspects are shown in table 5.

Table 5
Answers related to technological aspects
THREADS OPPORTUNITIES
Possibilities of errors in the application of this philosophy  Possibility of contracting external services that help in
produced by professionals that are not trained enough. the application of this philosophy.
STRENGTHS WEAKNESS
Higher coordination and collaboration amongst The integration of process privacy analysts will not be

multidisciplinary teams for the definition of processes. welcomed. An excess of will to be independent from
other agents.

It turns in an increase of security in general. Excess of questions related with integrating the
definition of processes (privacy, quality, security, labor
risks, environment, etc.).

Lack of methods to put into practice correctly this kind
of focus.

Lack of trained employees (in terms of privacy and in
the management of processes) in the Organization to
develop this kind of approaches.

In the case of responses derived from the technological aspects, it is worth to stress that when
the technology presents an acceptable degree of maturity, in general, it is easier to be
understood by everyone, being this time best communicated. Besides, generally speaking,
maturity reduces the technological cost. To reduce the cost of privacy practices as better
understanding its functioning will decrease adoption barriers (PRIPARE, 2014).

A more efficient way to transfer the research results for the successful exploitation of the
market is standardization. The normalization of privacy practices facilitates its adoption, the
interoperability and it can offer peaceful to consumer when new technologies are applied
(PRIPARE 2014). After the disclosure of PRISM (Greenwald & MacAskill, 2013), one of the
action areas to maintain the continuity in the data flows between the EU and USA consists on
“promoting privacy rules at an international level” (European Commission, 2012).

Recent reports as Eurobarometers (European Commission, 2017) or reports from independent
firms (Rainie, Kiesler, Kang & Madden, 2013) explain how a great majority of users in Internet
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are worried by the use of their data when they are transmitted to providers in the payment
process by using a card and Internet mobile phones.

These conclusions match with academic research from Tsai et al. (2011) and Egelman, Felt and
Wagner (2013) where it is shown that users that expose their personal data prefer providers that
offer them better warranties in terms of privacy, and they are even prepared to pay higher
prices for the use of systems that highly protect their privacy.

In the industry different viewpoints exist in how increasing privacy in ICT systems. The adoption of
privacy practices depend to a great extent on the industry where the firms obtain their benefits. While
some industries as financial or health services are more opened to accept privacy practices, since they
are accustomed to being evaluated in more strict exam by legal obligations (more sensitive data are
processed), other industries that base their business models in the exploitation of personal data (for
example, publicity on line or big data) are opposed to any practice of privacy that can endanger their
business model. This trend has been confirmed by the ENISA Annual Forum in Privacy report held
in 2012: “A number of technical aspects have been considered to solve the problem of privacy,
targeting different parts of the privacy architecture. However, the lack of initiatives in the area of
private life, where the industry will establish the requirements and initiatives to provide a complete
model was once more reinforced” (ENISA 2012).

It is notorious that in this field, a “privacy industry” is being created by developing and
deploying trustful frameworks and privacy solutions to enable the accomplishment of the more
strict legislation.

In the PRIPARE (2013) project, sponsored by the EU with the main objective to offer a method for
privacy protection that can be integrated in the development cycle of systems information, a survey
was done to detect PbD practices applied to firms and the problems related with their application.
Amongst the main questions, one was focused in finding out the main motivations to apply PbD by
providing as potential answers some of the strengths and opportunities included in our
questionnaire. Amongst main motivations, it is worth it to remark the following ones:

* Integrate the privacy that offers competitive advantages.

* Hconomic incentives materialized in the reduction of risks dealing with the collecting of
sensitive data.

* Legal compliance.

* Standardization of requirements.

* Self-regulation of the manufacturing industry.

* Maturity and accessibility to technologies that may improve privacy.

* Compromise for the protection of customer’s privacy.

4. Participants in the study

Data for the performing of the analysis have been obtained from the survey realized to a group
of experts in privacy that belong to the technical environment terms of security and legal
aspects derived from the information.

For the selection of experts that take part in the analysis, the following factors have been
considered:

* Experience and knowledge in terms of information security and privacy / data protection,
and industrial reputation.
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* Diversity of the profiles in the group of organizations: firms, universities, associations,
control authorities in the field of personal data protection, legal, consultancy and support
service providers related with the protection of personal data.

18 complete questionnaires have been received. Experts present two profiles, one of a more
legal character and a second one with a more technical one, as shown in table 1. This will help
getting the most complete and required information from the different perspectives.

5. Obtained results

Next the different figures showing the opinions of experts on the weakness, threads, strengths
and opportunities that are considered when implementing the philosophy for the integration of
the protection of data privacy from the process design perspective are provided.

Figure 1 shows that from the proposed strengths, the first chosen by experts has been the obtaining
of higher degrees of personal data protection (option 3: 94%), being this option highly valued by the
secutity profiles facing the legal ones. Second option chosen has been the improvement in the
management of ptivacy protection in the firm (option 7: 83%), in this case, with a percentage similar
between legal and security profiles. The general increase of security that implies dealing with privacy
from process design has also been highly rated (option 9: 67%), in this case much better appreciated
by legal than security profiles. Rest of options have been chosen by half of surveyed people, except
the option 1 mainly chosen by legal profiles (saving costs in the long term less sanctions) and option

Figure 1
Results in strengths

1009%
B Global

Legal profile
B Security profile

80%

60%

40%

20%

0%

1 2 3 4 5 6 7 8 9

Saving costs in the long run (excluding sanctions).

Decrease of the time and effort done in the post implementation of the defined process.

Higher data protection of individuals that interact with the firm (degree of accomplishment).

Higher coordination and collaboration amongst multidisciplinary teams for the definition of processes.

Less future effort to attend the right of affected persons (especially in terms of rectification or cancellation).
Less effort in attending questions related to the Data Protection Agency (guardianship of affected).
Improvement in the management of the protection of firm’s privacy.

It enables the detection of cases in which it is recommended developing a PIA (Privacy Impact Assessment).

It turns in an increase of security in general.

O 00N O Ul A WN -
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5 (less effort, future in attending affected rights, specially rectification and cancellation). The least
chosen option (option 4: 39%) is the one in counting on with the coordination and collaboration
amongst multidisciplinary teams to define processes. This option has been highly rated by legal
profiles contrary to security profiles.

Figure 2 shows that the opportunity mostly chosen (option 1: 83%) would proportionate the
integration of privacy in the design of processes is the increase in the image of the firm, highly
rated by legal profiles. Second place (option 2: 67%) has turned into the highest value in terms
of trust by firm’s data holders, highly valued by security profiles and in the short term (option
4: 63%) to obtain a differentiation respect to competitors, being in this case highly valued by
legal profiles. The alternative that this philosophy can be included in the proposal of the 2012
European regulation in terms of data protection has not been considered (option 5: 28%),
although this option has turned into more positive values in legal profiles and option 6 with the
possibility of contracting external services that allow the application of this philosophy,
showing similar percentages in both profiles. Option 3, the use as marketing, has been highly
valued by technical profiles.

Figure 2
Results in opportunities (own elaborated)
100%
I Global
Legal profile
80% I Security profile

60%
40%
20% IJ
0%
1 2 3 4 5

1 Reinforcement of the firm’s image.

2 Higher levels of stakeholders’ trust to the firm.

3 Use as marketing tool.

4 Differentiation facing competitors.

5 Inclusion of this philosophy in the draft for the European Code for Data Protection 2012.
6 Possibility of contracting external services that help in the application of this philosophy.

Figure 3 shows that from weaknesses, the one chosen in the first place (option 6: 83%) has been the
existence of lack of prepared workers (in privacy and in process management) in the Organization
to deal with this kind of focus — mainly chosen by legal profiles. Second option (option 7: 72%) the
lack of methods to put into practice this focus. In this option, legal and security profiles agree. The
least chosen weakness (option 4: 6%) has been the excessive effort to reach potential, scarcely
chosen by both profiles, legal and security ones. The assessment done by experts in terms of costs
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can imply implementing this kind of focus (option 1), since just a 28% of them have considered the
option of cost increase, agreeing legal and security profiles.

Options 3 (“The integration of process analysts in privacy would not be welcomed. An
excessive desire to be independent amongst the groups”) and 5 (“Two much questions to
integrate in the definition of processes (privacy, quality, security, labor risks, environment...)”
although they are not outstanding globally (close to a 40%), they are quite frequently chosen
(almost a 60%) by legal profiles. Contrary to 2 (“It would slow down the definition of
processes and the putting into practice of a new business”) mostly selected by security profiles
(a 43%). It is under 30% in the case of legal profiles.

Figure 3
Results in weakness (own elaborated)
100%
B Global
Legal 'proﬁle '
80% I Security profile
60%
40%
20%
0%
1 2 3 4 5 6 7

1 There will be more costs.
2 It will slow the definition of processes and therefore the putting into practice of a new business.

3 The integration of process privacy analysts will not be welcomed. An excess of will to be independent from other
agents.

4 An excessive effort in data security in comparison with expected results.

5 Excess of questions related with integrating the definition of processes (privacy, quality, security, labor risks,
environment, etc.).

6 Lack of trained employees (in terms of privacy and in the management of processes) in the organization to
develop this kind of approaches.

7 Lack of methods to put into practice correctly this kind of focus.

In Figure 4 it is shown how threads can imply delays in time to market as a consequence of
including privacy by design (option 4: 56%), mostly chosen by security profiles. Second place,
as the effort performed by the firm has not been valued (option 3: 50%), it has also been
mostly chosen by the security profiles and last, the use of resources (cost of opportunity) in an
area that does not belong to the business relating to competitors (option 1: 44%), chosen
equally by legal and security profiles. Rests of options have not been chosen often. Although
legal profiles have rated more “5” option than security ones. “There is a possibility to contract
this option to external professional that are not prepared” and “Possibility to contract the
application of this philosophy to external non prepared professionals” and “8”. Crisis, today,
does not allow dedicating resources to these issues.
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Figure 4
Result in threads (own elaborated)
80%
I Global
Legal profile
B Security profile
60%
40%
20%
0%
1 2 3 4 5 6 7 8

1 Use of resources (opportunity costs) in an area that it is not the core of the business in relation to competitors.
2 Offer information to regulation organisms in terms of data protection.

3 The risk of not being valued by stakeholders.

4 Delays in the time to market as a consequence of including privacy from design.

5 Possibilities of errors in the application of this philosophy produced by professionals that are not trained enough.
6

In case the degree of law fulfillment is not enough, the mix of both with the definition of processes may not be
successful.

7 The uncertainty on the time where the 2012 European regulation will be finally approved.
8 The crisis, it does not allow applying resources to these issues.

6. Conclusions

The inclusion of requirements to protect people’s privacy in their data processing at firms can
be done at eatly stages, when the processes are being designed or later on, once they are
implemented.

The integration of privacy data policies from the processes’ design leads to the development of
a group of strengths, opportunities, weakness and threads that have been judged by a group of
recognized experts in data security, from the legal and technical fields.

Experts surveyed consider that strengths in this approach mainly have to do with providing
higher degrees of data protection to data from people processed in the firm and opportunities
come from the improvement in the image of the firm, the obtaining of higher degrees of trust
of data owners towards the firm and the obtaining of a differentiation respect to competitors.
Weaknesses come from the lack of training and the lack of prepared profiles (in terms of
privacy and process management) in the firm to deal with this kind of focus and the lack of
methods to put them into practice. Threads are related to the potential impact on the time to
market, and the effort done by the firm by employing its own resources (cost of opportunity)
in an area that it is not the core of the business and as a consequence of the low valuation that
data owners can offer to this focus.

The most popular three options chosen for each SWOT concept are shown in table 6.
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Table 7

Table 6

Options prioritized in the SWOT analysis at a global level

STRENGTHS

WEAKNESS

agents the firm interact with.

It provides higher levels of data protection to all the

There is a lack of training and lack of skilled staff (in
privacy and process design) to follow this kind of
frameworks.

It improves the management of privacy protection.

Lack of methods to put into practice.

privacy from the processes design.

A general increase of security that implies managing

Too many issues to integrate the definition of processes
(privacy, quality, security, labor risks, environment, etc.).

OPPORTUNITIES

THREADS

The image of the firm is improved.

Delays in the time to market.

Higher levels of trust are obtained in the data owners.

Greater business effort employing resources (opportunity
cost) in a non-core competence of the firm.

It helps getting a differentiation facing competitors.

Data owners cannot evaluate the focus.

Table 7 presents by profiles (legal or security) the highly chosen options. The existence of low
differences in the options selected by both profiles can be stressed.

Options mostly selected in the SWOT analysis according to the profiles

LEGAL PROFILE

SECURITY PROFILE

Strengths 3. Higher data protection of individuals that interact with 3. Higher data protection of individuals that interact with the
the firm (degree of accomplishment). firm (degree of accomplishment).
7. Improvement in the management of the protection of 7. Improvement in the management of the protection of firm’s
firm’s privacy. privacy.
9. It turns in an increase of security in general. 9. It turns in an increase of security in general.
6. Less effort in attending questions related to the Data
Protection Agency (guardianship of affected).
8. It enables the detection of cases in which it is recommended
developing a PIA (Privacy Impact Assessment).
Weakness 6. Lack of trained employees (in terms of privacy and in 7. Lack of methods to put into practice correctly this kind of
the management of processes) in the organization to focus.
develop this kind of approaches. 2. It will slow the definition of processes and therefore the
7. Lack of methods to put into practice correctly this kind putting into practice of a new business.
of focus.
3. The integration of process privacy analysts will not be
welcomed. An excess of will to be independent from
other agents.
Opportunities 1. Reinforcement of the firm’s image. 1. Reinforcement of the firm’s image.
4. Differentiation facing competitors. 2. Higher levels of stakeholders’ trust to the firm.
3. Use as marketing tool. 4. Differentiation facing competitors.
Threads 1. Use of resources (opportunity costs) in an area that itis 4. Delays in the time to market as a consequence of including

w

not the core of the business in relation to competitors.

. The risk of not being valued by stakeholders.
. Delays in the time to market as a consequence of

including privacy from design.

. The crisis, it does not allow applying resources to these

issues.

—_ W

privacy from design.

. The risk of not being valued by stakeholders.
. Use of resources (opportunity costs) in an area that it is not

the core of the business in relation to competitors.
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As a
consequence
of this
diagnosis,

4 different
strategies are
recommended
so that firms

can perform
PbD

This group of strengths, opportunities, weakness and threads orient in the elaboration of
action guides or recommendations that are going to be offered to firms and they can be
considered when developing a framework of privacy by design from the process perspective to
reinforce the strengths, offer solutions for weaknesses avoid threads and exploit opportunities.

According to the results, the following actions are suggested. They imply strategies and options
to be put in practice so that firms can implement privacy by process design:

* Offensive strategy (strengths + opportunities):

— Formalize the practice of privacy by process design from inside the firm, by creating
procedures and organizational routines that help in its application.

— Include as another part in the firm practices, the improvement of processes in the
processing they develop from privacy.

— Obtain whenever is possible, certifications in privacy and quality standards that proof the
fulfillment with privacy.

* Defensive strategy (strengths + threads):

— Communicate to data owners on the privacy by design focus adopted by the firm and the
advantages that it implies.

— Perform marketing actions oriented to communicate the data processing that the firms
perform in terms of privacy protection.

— Standardize tasks that help managing privacy from the process definition and that impact
as less as possible in times and costs of managerial resources at firms.

* Re-orientation of strategy (weaknesses + opportunities):

— Raise managers’ awareness to consider privacy as part of all the decisions involved in the
collecting and sharing of personal data.

— Integrate the processing of privacy in all disciplines that support the process cycle in
the firm, by including it in business cases, procurement processes, and project
management.

— Develop a culture of privacy awareness in employees.

— Perform campaigns and training programs for employees in the phases of process
definition to sensitize on the need to integrate the privacy in the process design.

* Survival strategy (weaknesses + threads):

— Promote and collaborate with consultancy firms in the use of methods for integrating
privacy in the definition of processes.

— Create at organizational levels of working profiles oriented to support the culture of
privacy and that can respond to the firm’s employees any doubt that may arise from this
specific area.

— Incorporate privacy risks in the analysis and management of risks performed in the firm.
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